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Current RFID tag readers do not do much more than reading the tags and transmitting that information to a central server for
processing. This places a heavy burden on the central server to keep track of all the incoming data from the reader when it
can be spending its time more gainfully on other tasks. We propose building some intelligence into RFID tag readers so that
they can process some of the data themselves and reduce the load on the central server.  We discuss the technical details of
building this intelligence in the four key functions of tag readers: (A) Automatic initialization of the tag readers, (B)
Automatic identification of misplaced items, (C) Automatic generation of shelf replenishment alerts, and (D) Automatic
generation of reorder alerts. In addition, we discuss possible network designs for interconnecting the tag readers and the
central transaction server at the retail store. We provide a database model for storing transactions generated by RFID tag
reads. We discuss how the current enterprise architectures can be modified to accommodate RFID transactions.
Keywords
RFID tags, Electronic Product Code (EPC), Retail Store Information Systems, SmartLabels, and Physical Markup Language
(PML).
INTRODUCTION
Several organizations including Wal-Mart and Proctor & Gamble (P&G) are currently testing and deploying Radio
Frequency Identification (RFID) technology in their supply chains. In addition, the Department of Defense has mandated that
its suppliers tag their products at the pallet level using RFID tags. Most companies are keenly following the debate that RFID
has generated in terms of the technology, potential business value, consumer concerns and its overall impact on the business
supply chain.
Electronic product code (EPC) is a number that identifies a pallet, case or an individual item of a product. It is a more general
version of the bar code and has many more potential uses such as measuring the environmental conditions in which the item
resides. EPC is encoded into a microchip that is commonly referred to as a tag (or RFID tag). The EPC data can be activated
and read using radio frequency readers commonly referred to as RFID readers.
One key advantage of the RFID technology is that RFID readers, unlike the bar code readers, do not require “line-of-sight”
for reading the tags. RFID tags can store a significantly larger amount of information compared to bar codes, and the stored
information can be changed, if needed, dynamically at different steps in the supply chain. There are two types of RFID tags:
active tags and passive tags. Passive tags do not contain any power source, and are activated by the inductive power from the
tag reader. On the other hand, active tags contain a power source, and are capable of transmitting their tag data on a
continuous basis. While business supply chains are focused mostly on the passive tags, defense industry is interested in the
active tag technology. Passive tags are less complex, light and inexpensive. Passive tags, sometimes referred to as
SmartLabels, can last more than a decade. But the range of transmission for passive tags can be relatively short (up to 20 ft)
and may require high-powered readers. On the other hand, active tags can transmit over relatively long ranges (up to 300 ft).
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The potential advantages of RFID technology in the supply chain are numerous. RFID technology has the ability to provide
up-to-the-minute information on sales of items, and thus can give an accurate picture of the inventory levels. This accuracy
may lead to reduction in inventory levels, thus causing a reduction in inventory costs. RFID technology at the pallet level has
the potential to automate the distribution of goods in the supply chain between manufacturing plants, warehouses and retail
stores of different organizations, which in turn might reduce labor costs. RFID tags allow companies to identify all items,
thus cutting down losses from lost or misplaced inventory.
The process of reading the tags by an RFID reader is depicted in Figure 1. In a retail store, RFID tag information is generated
based on events such as a product leaving a shelf, or a product being checked-out by a customer at a (perhaps automatic)
checkout counter.  Such events or activities generate messages for the host system (a.k.a. central transaction server) shown in
Figure 1.  The host system, when it processes these messages, in turn may generate messages for other partners in the supply
chain.
Figure 1. The process of reading a RFID tag in a retail store shelf.
LITERATURE SURVEY AND CONTRIBUTIONS OF THIS PAPER
RFID technology including the design of tags and the frequency/distance ranges in which the readers operate have been
described in many articles (Das, 2004; Harrop, 2004). Applications of RFID tags for many industries including healthcare
and restaurant industries have been discussed (Harrop, 2004). Clarke and Kipp discuss the technical details of how tag
readers obtain data from the RFID tags (Clarke and Kipp, 2003). IBM and A.T. Kearney’s report prepared for Grocery
Manufacturers of America (GMA) presents research on RFID implementations in the consumer products industry (IBM and
A.T. Kearney, 2005). They present qualitative reasons and high-level estimates to argue that a substantial return on
investment can be achieved by RFID implementations. A report prepared by A.T. Kearney and Kurt Salmon associates for
GMA discusses how implementation of Electronic Product Codes can benefit each partner in the supply chain (A.T. Kearney,
2004). Physical Markup Language (PML) has been designed for describing the product information referred to by an RFID
tag (Anonymous, 2004). The tag data contains simply a code, and this data is translated by an object naming server (ONS) to
product information, which is described using PML. Savant devices which obtain information from the tag readers and
process this information for error correction and for maintaining event information have been discussed (RFIDa.com, 2004).
Gaukler, Seifert and Hausman discuss the impact of item-level RFID in a retail supply chain (Gaukler, Seifert and Hausman,
2004). They formulate the problem of optimizing different RFID transactions based on service levels. Chalasani and
Sounderpandian categorize different types of transactions that may arise in a retail store from RFID tag readings (Chalasani
and Sounderpandian, 2004). They also provide a cost-benefit analysis of implementing the RFID technology in a retail store.
Mandviwalla and Asif (Mandviwalla and Asif, 2005) present an excellent tutorial on RFID and identify important research
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problems related to the integration of RFID into the supply chain.  Traub of ConneTerra corporation envisions an enterprise
architecture in which RFID middleware layer plays a key role (Traub 2004). The middleware layer, known as application
level events (ALE) interface, receives tag information from RFID tag readers and forwards this information, after
consolidation and pruning, to different applications. Quaadgras studied the RFID business ecosystem based on publicly
available data related to companies adopting RFID technology (Quaadgras 2005).
Research problem. The research problem that we address in this paper is the design of RFID tag readers for retail store
applications. Address the following questions. (1) What computational ability in tag readers can be beneficial for retail store
applications? (2) What network designs can be used for interconnecting tag readers with the central server in retail store
applications? (3) How can RFID transactions be integrated into the current enterprise systems for retail applications?
Research methods and contribution. Our research focus in this paper is on the design of tag readers, and the in-store network
that connects the tag readers to the host computer (this is indicated by the yellow oval in Figure 1). Thus far, the RFID tag
readers are assumed to simply perform the function of reading the tags and transmitting the tag data to the host computer. In
this research paper, we introduce the idea of building intelligence into the tag readers, so that the translation and
interpretation of tag data can be made faster. We provide a design for intelligent tag readers.  We also present different
designs for interconnecting the tag readers to the host computer at the retail location, and compare/contrast these designs both
qualitatively and quantitatively. For the proposed network designs, we present simulation results on which design might be
best suited for interconnecting RFID tag readers in retail stores. In addition, we discuss how the enterprise architecture for
retail applications can be modified minimally to accommodate the RFID transactions.
RFID TAG READER DESIGN FOR RETAIL STORES
We propose to enhance the traditional RFID tag reader functionality of reading passive tags with an embedded low-end
microprocessor chip.  This microprocessor retrieves from and stores information in the flash memory unit.  In addition, there
is a network interface card that is used to communicate the tag and related information to the central host computer at the
retail store. An example of our proposed tag reader design is shown in Figure 2.
Figure 2. A high-level design diagram for intelligent tag readers.
Adding intelligence to tag readers is not expensive. Currently, a tag reader (without any intelligence) costs approximately
$2000. The retail cost of a complete 802.11g wireless access point integrated with a 4-port 10/100 Ethernet switch, with a
MIPS processor, and 4 MB flash memory is approximately $50. We have successfully compiled a version of the Linux
operating system with reduced features and loaded into the flash memory of a Linksys access point. We have used a few of
these reprogrammed access point to set up a small wireless intranet with the capability for user authentication, intelligent
routing, and nontrivial computations. Thus intelligent tag readers can be built at about 2.5% (=50/2000) of the current cost of
the tag readers.
The proposed tag reader design requires hardware changes. It also requires significant software components to be added both
in the tag reader as well as at the enterprise level to facilitate processing of RFID transactions such as point-of-sale (POS)
transactions. POS transactions need to be always communicated by the tag readers to the host system, which maintains a
record of such transactions.  Intelligent tag readers can significantly help in four areas: (A) Automatic initialization of the tag
Outgoing Tag
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readers, (B) Automatic identification of misplaced items, (C) Automatic generation of shelf replenishment alerts, and (D)
Automatic generation of reorder alerts.
Automatic initialization (reconfiguration) of tag readers
Each tag reader is placed either in a shelf with items or at the check-out counters (point-of-sale locations). In the traditional
design of tag readers, tag readers are “unaware” of the items that should belong to a shelf; tag readers simply read the tags
and communicate the tag information to the host computer.  It is the host computer’s responsibility to determine whether an
item is correctly placed in the shelf or whether an item is misplaced, based on the tag information and the reader’s identity. In
the proposed design of the tag reader (Figure 2), the tag reader goes through an “initialization” period. This initialization
period occurs when the tag reader is turned on, and this may happen a few minutes before the retail store opens. During the
initialization period for the tag reader, the processing shown in Figure 3 takes place for each item in its shelf.
Automatic Initialization (Reconfiguration) Process for Each Tag Reader
For each item in the shelf:
(1) Tag reader reads the item’s tag.
(2) Microprocessor obtains the item’s tag and places the tag data in the tag memory.
(3) For each new tag it sees in its radio range, the microprocessor performs the following steps.
a. Tag reader sends the tag information to the host computer, and requests details of the product referred to by
the tag data.
b. The host computer sends a message to the Object Naming Server (ONS server) to translate product tag into
details such as product name, product type, and the manufacturer.
c. Host computer finds information on the product such as the replenishment point and the reorder point, and
the number of these items in the storage at the retail store.
d. Host computer sends the product information (from steps 3(b) and 3(c)) to the tag reader’s microprocessor.
e. Tag reader’s microprocessor saves these details in its memory.
Figure 3. A process for each tag reader to automatically reconfigure itself before the retail store opens.
The above process of automatic initialization makes the tag readers “plug-and-play”. That is, tag readers can be moved from
one location to another in the retail store, and can be replaced, if some tag readers become faulty.
The automatic reconfiguration process brings relevant information for the product including the replenishment point, the
reorder point, and the number of items in the back office for each item into the tag reader’s memory. If the number of items
in a shelf (for a specific product) falls below the replenishment point, the items on the shelf must be replenished to a pre-
determined level. If the number of items in the entire store for a specific product falls below the reorder point, then the
product must be reordered.  Since the tag readers hold the necessary data on the products they monitor, the processing of
transactions generated by the tag readers can take place in a distributed manner, thus relieving the central host computer of
the burden of processing mundane transactions. After the automatic initialization, the tag reader’s memory contains
information similar to the following table. It is possible to normalize the above table using the process of database
normalization. For simplicity of presentation, we have chosen not to discuss the normalized data model.














Chalasani et al.                        RFID Tag reader Designs for Retail Store Applications
Proceedings of the Eleventh Americas Conference on Information Systems, Omaha, NE, USA August 11th-14th 2005
Automatic identification of misplaced items
Each tag reader in a shelf reads its items at regular intervals of time. If a tag reader finds an item with a tag that is not in its
table of items, it sends a message to its “neighboring” tag readers. Depending on how the network is designed, tag readers
can be thought of constituting a tag reader network topology.  The neighboring tag readers are identified when the network is
designed and implemented.  Some of the network topologies that are natural in a retail store are the mesh network and the
ring network topologies. The process of identifying the misplaced items is indicated in Figure 4. Retail store employees
check at regular intervals at each tag reader.  Retail store employees will be equipped with small display-printing-devices
(similar to the portable sales receipt display-printing units that are currently available at retail locations such as Wal-Mart)
using which they obtain a report of misplaced items at each tag reader.  Once a misplaced item is moved to its current
location by the retail store employee, the tag reader reads its tag and removes that tag from its misplaced-item-table.
(Misplaced items may also be identified during the initialization process based on the product information sent to the tag
readers by the host computer. If the replenishment point is zero for a given item, it implies that the item does not belong to
that shelf that is monitored by the tag reader.)
Automatic Identification of Misplaced Items
For each tag that is read by the tag reader and is not present in the tag reader’s table:
(1) Send a “misplaced item” message to the tag reader’s neighbors indicating the tag reader’s location and the tag data.
Each tag reader TR i, which receives a “misplaced item” message from a neighbor
executes the following steps:
(1) Compares the tag in the message with its own table of tags.
(2) If the tag is present in its own table,
(A) Stops the message and does not send it to its neighbors.
(B) Further stores the tag and the misplaced shelf information in its memory in a table known as the misplaced-
item-table.
(3) If the tag is not present in its own table,
(A) Transmits the message to its remaining neighbors (excluding the neighbor from which it received the
message).
Figure 4.  A process for identification of misplaced items.
Automatic generation of shelf replenishment alerts
Figure 5. Tag readers basic functions on a time scale.
Each tag reader in a shelf reads its items only at specified intervals of time. This reading of items happens once every T
minutes.  In the remaining time, tag readers communicate with one another and obtain a clear picture of the inventory.
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Therefore, tag readers will be able to generate shelf replenishment and reorder alerts to the central server.  Figure 5 shows a
time scale along with the typical activities of a tag reader. The activities at different times are indicated in color-coded boxes.
T is the fixed time that elapses between successive tag reads, during which communication and processing of misplaced item
messages, replenishment alerts and reorder alerts takes place. A method to generate shelf replenishment alerts is outlined in
Figure 6.
Automatic Generation of Shelf Replenishment Alerts
For each item in the shelf, the tag reader:
(1) Computes the number of items of its type on the shelf
(2) Number of misplaced items of that type that are currently on other shelves (this number can be computed by the tag
reader from the misplaced-item-table it maintains).
(3) If the total number of items on the shelf and the number of misplaced items falls below the replenishment point, the
tag reader sends a shelf replenishment alert to the central host computer.
Figure 6.  A process for generating the shelf replenishment alerts.
Figure 6 assumes that the shelf replenishment alerts are sent to the central host computer. This is required for the central
computer to keep track of the history of inventory movement from the storage area to the shelves. In addition, the same shelf
replenishment messages can be sent to other devices carried by the retail store personnel so they can act immediately on
replenishing the shelves.
Automatic generation of reorder alerts
Generation of reorder alerts is very similar to the generation of shelf replenishment alerts. If the total number of items
including the items on the shelf, the misplaced items, and the items in the storage area falls below the reorder point, the tag
reader sends an alert message to the host computer that the item needs be reordered. The host computer consolidates all the
messages for a single item from different tag readers, and then generates the item reorder request, if necessary, to the other
partners in the supply chain.
NETWORK DESIGNS FOR THE RETAIL STORE
Wired network
The standard Ethernet network using category 5 100-Base TX cables can provide a high-speed network for tag readers. With
the recent Power over Ethernet (PoE) technology, IEEE 802.3af (IEEE Standard 802.3af, 2003), the tag readers can also be
powered by the Ethernet connection. This technology reduces the number of wires while obviating the need for frequent
charging or replacing batteries in tag readers. So it is not difficult to have substantial computing and communication capacity
in smart tag readers that are connected to a wired network. In particular, this also points to the feasibility of implementing
light weight security mechanisms to cope with altering of data and falsifying of information by hackers. The primary
disadvantage is wiring the store shelves with a CAT 5 cable and the extra cost of the Ethernet switches. If the PoE option is
used, then the equipment cost can increase by as much as 25%. Furthermore, this type of implementation is inflexible in the
sense that if the isles in a store are rearranged or temporary isles are created, the networking cost can be substantial. Thus the
initial cost of a wired network is high, but the long term benefits are quite substantial for a fixed network.
Wireless network
There are several wireless technologies such as Wi-Fi (IEEE Standard 802.11, 1997) and Bluetooth (IEEE Standard 802.15.3,
2003) that work in the free radio spectrum at 900 MHz, 2.4 GHz and 5.8 GHz. Wi-Fi is designed to work for distances up to
300 m with distributed access to the wireless channel. The data transmission rates can be high, up to 55 Mb/s. Bluetooth, on
the other hand, is designed for small-scale point control networks, in which a single device acts as a master and coordinates
all communication activity within its range. Bluetooth covers distances up to 10 m with 1-2 Mb/s data rates. Given the
current advances and adaptation trends, the Wi-Fi is likely to be the dominating and economical wireless technology for tag
reader communication (Mantis, 2005). The primary advantage of a wireless network is that it can be set up with low initial
cost. In particular, wiring the shelves for network connection is avoided. By using ad-hoc networking concepts in which
networks are formed without any infrastructure network, the Ethernet switches such as those used for the wired network are
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avoided. For true wireless and flexible implementation, however, the tag readers should be battery powered. These battery-
powered tag readers require substantial battery power and need to be recharged periodically. Thus the operational cost of a
wireless network can be higher than that of a wired network. A wireless network is susceptible to external interferences such
as signals emitted by cell phones and radio controlled toys. Furthermore, wireless networks are more prone to hacker attacks.
On the other hand, a wireless network provides completely flexible implementation that adapts to the store needs without any
additional cost.
Mixed wired and wireless network
Combining wired and wireless network technologies to interconnect tag readers provides the benefits of wired network
robustness and low maintenance costs with the flexibility of wireless network for adapting to changing needs. In this type of
network, all tag readers have wireless capability to communicate among themselves. In addition, a small fraction of the tag
readers have Ethernet connections. The Ethernet offers limited infrastructure support and improves the reliability of the
wireless network.
Figure 7. Throughput improvement with mixed network. ADV and AODV indicate wireless network with two routing
protocols. ADVS4F and ADVS9F indicate mixed networks with 4 and 9 fixed nodes, respectively.
The wireless network among tag readers may be formed using ad hoc networking techniques. The tag readers with only
wireless connectivity are completely mobile, while the nodes with both Ethernet and wireless connectivity are stationary.
To see the benefits of mixed networks over pure wireless networks, we have simulated a 60-node network in a large retail
store with 2.25 sq. Km area. (A node indicates a tag reader.) All nodes have a radio with transmission range of 376 m and a
nominal data rate of 2 Mb/s. The Wi-Fi protocol is simulated for wireless channel access in a distributed manner. We
simulated four different configurations. In two configurations, denoted ADV (Boppana and Konduru, 2001) and AODV, all
nodes are mobile and have only wireless connectivity. The primary difference in these two configurations is the type of
routing protocol used. In the other two configurations, 4 or 9 of the nodes are made stationary and interconnected in 2-
dimensional grid of 2x2 or 3x3. Adjacent nodes in a grid are connected by 4 or 12 wired links with 2 Mb/s data rate. These
two configurations are denoted as ADVS4F and ADVS9F. We used a modified version of ADV routing protocol for the
mixed network.
Figure 7 shows the throughputs of these four configurations. It is clear that adding as few as four wired links provides
instantaneous benefit to the overall network and improves throughputs substantially. Increasing the number of fixed nodes to
9 and wired links to 12 provides only marginal improvement in performance. This simulation clearly shows the benefits of
using mixed networks for communication among tag readers and the Host system.
STORAGE AND PROCESSING OF RFID TRANSACTIONS IN THE ENTERPRISE SYSTEM
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The transactions generated by RFID tag reads at a retail location can be classified into two broad categories: Point-of-Sale
(POS) transactions, and the Shelf-Inventory-Read (SIR) transactions. POS transactions are triggered by the purchase of items
by customers, while SIR transactions are generated by frequent readings of RFID tags by the RFID readers.
The storage needed for RFID transactions can be quite large. To compute the storage needs, let n be the total number of
items, and f  be the average number of tag-reads per hour. The total number of RFID transactions are n * f  per hour. If B is
the number of bytes required for each entry in the Transactions table, the total storage requirements in the transactions table
per hour is given by n * f  * B. For example, if there are 100,000 items on the shelves at a retail store location, and the items
are read every 15 minutes, there are 400,000 transactions every hour. In addition, if each transaction requires 256 bytes of
storage, the total storage requirement is 100 MB. If the store operates on average for 15 hours a day, the total storage per day
is 1.5 GB. If the retailer has 1000 locations, the total storage required in the enterprise operational data store (EODS) is 1.5
terabytes a day.
To reduce the storage requirements, the following principles may be used: (1) Archive the transactions data at the EODS on a
daily basis; that is, move the data from the EODS transactions table to an archived table. (2) Purge the transactions data from
the operational data store tables on a weekly basis; purging data does not cause loss of this data, since this data is already
archived by the EODS. (3) Calculate the summary data and write only the summary data to the EODS. (4) Store only a few
key SIR transactions (since SIR transactions are processed immediately) in the database, and store all the POS transactions in
the database.
Intelligent tag readers communicate only the POS, shelf replenishment and reorder transactions to the host computer. These
transactions are only a small percentage of the total number of tags read by the tag reader. Thus, intelligent tag readers can
reduce the communication bandwidth requirements from the tag readers to the host computer and the transactional load at the
host computer.
The transactions generated by the RFID tag reads are handled by several tables in the enterprise operational data store.  These
tables/entities with a few attributes in each are depicted in Figure 8. The Reader table contains the Reader_ID for each RFID
reader. This Reader_ID is the primary key in this table; the Reader_ID can be the IP number or a similar number assigned to
each reader. In addition, it contains the location of the reader. Reader_Location often is a composite attribute containing the
aisle and shelf and other data that precisely identifies the location of the reader. The product table has several attributes
pertaining to the product, such as the product description. Product_EPC is the electronic product code (EPC) that uniquely
identifies each product, and is embedded in the RFID tag. Transaction_Type table is a lookup table that assigns transaction
codes to each type of transaction (such as Point of Sale or Shelf Replenishment). Each of the tables -- Reader, Product,
Transaction_Type – have a one-to-many relationship with the RFID_Transactions table, with the many side of the
relationship ending on the RFID_Transactions table. The transactions table holds each RFID transaction at the enterprise
level by recording the Product_ID, the Reader_ID and the Transaction_Type. In addition, it has other attributes such as
POS_Transaction_ID, which is the ID that corresponds to the point-of-sale data record for this item in the enterprise
database. Maintaining POS_Transaction_ID is essential to identify the customer to which the product with a specific RFID
tag was sold.
At the enterprise level, the database to process RFID transactions and the related applications can be integrated as depicted in
Figure 9.  In Figure 9, a typical RFID application component may consist of tracking the customer to which a specific
product has been sold. An example is a case in which a company recalls a food item because of health risk (possibly from a
virus such as salmonella virus). Such a recall requires identification of the customers to whom the product has been sold, and
identification of the retail stores and warehouses where the item is currently stored. This identification can be made using the
RFID_Transactions table and the point of sale transactions data that is stored in the EODS (see Figure 8).
In this application, the manufacturer if the food item simply sends the EPC codes of the food items that are recalled. The
RFID application component (Figure 9) which  runs under a web application server uses these EPC codes as the input.  By
reading data from the RFID transactions database and EODS, this application component generates a report with (1) all
customers who may have purchased the food item that is recalled, and (2) all stores, shelves and aisles in which this food
item is currently stacked, and (3) the warehouses, if any, in which this food item is stored. This application, with appropriate
permission, can also be accessed by an external client (in this example, the food item manufacturer) via a web service.
The architecture shown in Figure 9 can be distributed, with different components of the architecture (application components
and databases and web services) residing in different locations. An advantage of the data model and the architecture
presented in this section is that it requires minimal modifications to the existing enterprise infrastructure to accommodate
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RFID data processing. By using an additional database and an additional application layer at the enterprise level (shown in
Figure 9 using dashed lines), it may be possible to process most RFID related requests. This is in contrast to solutions in
which expensive additional software components need to be purchased for RFID data processing.
Figure 8: Tables to hold RFID transactions in the Enterprise Operational Data Store.
Figure 9: A modified enterprise architecture to store and process RFID related data.
CONCLUDING REMARKS
We have pointed out how some intelligence can be built into RFID readers used in retail stores.  Without any intelligence, the
readers will have to transmit all the information they read to a central processor, thus occupying much of the central
processor’s time.  The intelligence can greatly reduce the communications with the central processor.  In case a wireless
system is employed, this will result in less frequent contentions for channels.  Communication loads can also be reduced by
making the readers communicate among themselves by arranging them in a suitable configuration.  We have discussed the
two topologies for such configurations. We also discussed how RFID transactional data can be integrated with the existing
enterprise architectures. Directions for future research include technical architectures for RFID deployments and cost-benefit
analysis of such deployments.
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